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About me
• Do Ngoc Duy Trac (dntrac@vncert.vn).

- Director of Operation.
- Regional Director, Southern of Vietnam.

• Vietnam Computer Emergency Response 
Team (VNCERT).

• Ministry of Information and Communications 
(MIC).



Agenda
• Case study – Coordinate the Vietnam’s 

largest cyber incident of the year.
• A short introduction of Vietnam Antispam 

Law.



When (1)
• 09 July: Dan Kaminsky officially confirmed 

about a bug in the global DNS system.
• But there is no details information, POC,…



So there’s a bug in DNS



DNS cache poisoning again? No way!

• Yes! That’s the common sense when we all 
first heard about that bug.



But .. Wait a minute
• All the giants seem so serious about this: 

Symantec, Cisco, Microsoft,…
• CERT teams around the world start raising 

awareness.



Early warning
• In the same day (9 July), we decided to 

dispatch an early warning to more than 150 
key stakeholders include: ISPs, govt 
agencies, banking sector,…



When (2)
• 23 July: unoffical details information about 

DNS bug leakaged on the Internet.
• We check the bug’s theory side.
• We ask for opinions from speacialists.
• We wrote a small tool for POC purpose.
• The result of POC is positive. We can poison 

unpatch Microsoft DNS server successful 
within 15 minutes.



Urgent public warning
• We decided to dispatch an urgent public 

warning.
• This warning widespread on all local 

newspapers, online papers, television 
channels,…



The third Urgent warning of the year



Janie's got a gun 



Here come cowboys



Now everybody is on the run 



Now you better watch out



• e

That’s not the most interesting 
part of my story!



Who



What



How’s it happened?



Coordinate activities



How bad is it ?
• Thousands of website and email systems 

stop working for at least one week.
• Hacker ability to deface thousands of 

website (Thank God he didn’t!)
• He also can intercept biz emails.
• Redirect millions of end-user to malicious 

websites.
• …
• Reason ? He want to keep low profile.



Lessons learned for CERTs (1)

• Don’t underestimate early warning even if it 
look like very old one!

• A good relationship with multiform partners 
will help CERT made right decision in critical 
situation.

• Don’t hesitate issue “very early warning” in 
un-clear conditions.

• Newspapers, televisions,… is more effective 
than email and website in this emergency 
response case.



Lessons learned for CERTs (2)

• DNS is very critical because it affect all other 
services and need more protection in the 
near future.

• International legal proceeding related to 
domain is very complicated and take very 
long time.

• Quality of response (QoR) must be a 
mandatory requirements for ISPs.



Vietnam Antispam Law 
• Vietnam’s Antispam Decree promugated on 

13 August 2008 by the Prime Minister.
• Became effective as from 13 September.
• Stakeholders have 60 days to prepare.
• Begin of 2009 will start inspect program for 

the compliance of related companies (zero 
milestone).



Spam classification
• 1. Emails, mobile messages aiming to cheat, 

disturb or spread computer harmful virus and 
malicious softwares or to breach clause 2, 
Article 12 of the Law on Information 
Technology.

• 2. Advertising emails and advertising mobile 
messages breach the principles of sending 
advertising emails and advertising mobile 
messages as prescribed in Article 7, Article 9 
and Article 13 of this Decree.



Prohibited acts
• 1. Sending spam.
• 2. Misinforming between email subject and email 

content for spam purpose.
• 3. Helping, allowing other people to use your 

electronic equipments for sending or transiting spam.
• 4. Exchanging, trading or disseminating softwares to 

collect email addresses or copyright to use such 
softwares. 

• 5. Using softwares to collect email addresses without 
permission of owners of those emails.

• 6. Exchanging and trading email lists or right to use 
email lists for spam purpose. 



Management model



Mandatory requirements to 
advertising emails

• 1. Subject must be suitable for content and 
advertising content must comply with law stipulations 
on advertising. 

• 2. Advertising emails must be labeled per prescribed 
in Article 10 of this Decree. 

• 3. There must be information on advertiser per clause 
1 and clause 3, Article 11 of this Decree. 

• 4. In case of advertising emails send out by EASP, 
there must be information on EASP per clause 2 and 
clause 3, Article 11 of this Decree. 

• 5. There is refusal function per Article 12 of this 
Decree.

EASP – Email Advertising Service Provider 



Mandatory requirements to 
advertising message

• 1. Advertising mobile messages must be labeled per 
prescribed in Article 14 of this Decree.

• 2. In case of advertising mobile messages send out 
by MASP, there must be information on MASP per 
Article 15 of this Decree. 

• 3. There is refusal function per Article 16 of this 
Decree.

MASP – Mobile Advertising Service Provider 



Vietnam Antispam Law
• English version is ready!
• Would love to exchange antispam 

experiences and cooperation with other 
partners.

• Contact: 
- Do Ngoc Duy Trac.
- dntrac@vncert.vn. 



Coordination for a 
better cyperspace!



Thank you!!!
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